
the total feed business

How will we protect our 
άŎǊƻǿƴ ƧŜǿŜƭǎέ Ϫ ForFarmers?

Classification: Public
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What is your worst Security nightmare?

Classification: Public
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What is your worst Security nightmare?

Classification: Public
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What is your worst Security nightmare?

Classification: Public
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What is your worst Security nightmare?

Classification: Public
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What is your worst Security nightmare?

Classification: Public
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What are the motivations behindattacks?
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What are the threat and risk landscapes? 

Classification: Public



11

PhysicalSecurity

Operations Security
Privacy

Information Security

P&S

Data Protection

Cyber
Physical
Security

Cyber Security

Access control

Plant security

Environmental
Security

Data QualityBusiness Continuity

Safety Quality

Privacy & Security scope @ ForFarmers

Classification: Public
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Privacy & Security governanceframework
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Our scenario-based risk assessment approach helps us to 
prioritise our investments in security in the most effective way  

Annually we perform security workshops attended by Business and IT aimed at :

1. LŘŜƴǘƛŦȅ ƻǳǊ Ψ/Ǌƻǿƴ WŜǿŜƭǎΩ
ï What are the key business processes used in serving our customers?
ï Which systems are required to support these processes e.g. order 

processing, factory automation etc.

2. What are the typical threats and threat actors do we (fore)see?
ï In general
ï In the Agricultural sector in Europe

3. What is the potential impact on our Business and our customers?

4. What arrangements does ForFarmersalready have in place?

Objective is to focus on realisticthreat scenarios that would 
have unacceptablebusiness impact and are technically feasible

Classification: Public
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We use templates/questionnaire to perform site assessments

Topic Question

Acces Control Are there access zones identified and secured with tags/badges at the site? 

SCADA server
Is the SCADA server room locked and secured with authorization to relevant 
ForFarmers personnel?

Control room
Is the Control room locked and secured with authorization to relevant ForFarmers 
personnel?

Visitors
Do visitors have to register themselves and wear identified visitorôs badges? Are the 
visitors guided all the time at the site?

Truck drivers
Do the truck drivers have their own room and do they go to other areas like control 
room and/or factory?

Camera's
Are there cameraôs at the site and installed on all relevant places? Are the camera 
images recorded?

User Accounts
Are all user accounts identifiable to personnel of ForFarmers? Are there also any 
generic user accounts?

Vendor access
Do the system vendors have autonomous remote access to their systems and are 
these credentials known within ForFarmers?

Patch mgmt
Are the patches of the factory production systems performed under the supervision 
and patch scheme of ForFarmers?

Awareness
Are there procedures in place at the site to raise the attention of security threats 
and/or breach notification to the personnel of ForFarmers? 

Classification: Public
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The Privacy & Security control Framework consistsof 
ISO 27001, IEC 62443, GDPR controlsandbest practices

1. Policy
2. Organization
3. Human Resource
4. Asset Management
5. Acces Control
6. Cryptography
7. PhysicalandEnvironmentalSecurity
8. Operations Security
9. Communication Security
10. System acquisition, development andmaintenance
11. Continuousmonitoring
12. Vendormanagement
13. Incident management
14. IT/OT Business ContinuityManagement
15. Compliance
16. GDPR legislation

Classification: Public
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The Privacy & Security controlsare implementedin 
tϧ{a{ ǘƻƻƭ άDw/ ŎƻƴǘǊƻƭέ to monitor the PDCA cycle

Classification: Public


